Day :Tuesday

BHADURGAD: Oct Nov-2010
SUBJECT: CYBER CRIMES & INDIAN PERSPECTIVE

Date :0%Z-12.2010 Max. Marks : 80
N.B.:
1) Attempt ANY SIX questions including Q. No. 1 which is COMPULSORY.
2) Q .No. 1 carries 20 marks and all other questions carry 12 marks each.
Q.1 Write short notes on ANY FOUR of the following:
a) History and evolution of Cyber crime
b) Cyber Crime Investigation
¢) Types of Mobile Phone Crime
d) Duties of Subscriber
e) The Cyber Regulations Appellate Tribunal
f) Cyber Criminal

Q.2 Explain the nature and scope of the Information Technology Act, 2000.

Q.3 Discuss in detail the limitation of the digital Signature with the help of
Provisions Information Technology Act, 2000.

Q4 Evaluate the role and power of the adjudicating officers appointed under
Information Technology Act, 2000.

Q.5 “The traditional concept and methods of terrorism have taken new
dimensions, which are more distractive and deadly in nature”. Comment with
reference to cyber terrorism.

Q.6 Explain the salient features of UNAFEI. Distinguish it from The Council of
European Convention on Cyber crime.

Q.7 Enumerate the aspects of forensic computer and cyber crime investigations for
the detection and investigation of malicious applications and custom
developed solutions.

Q.8 Write a note on ANY TWO of the following:

a) Denial of Service Attack
b) E-Mail Spoofing
¢) E-Mail Bombing

Q.9 Critically evaluates the provisions relating to penalty for damages to
computers under the Information Technology Act, 2000.

Q.10 Enumerate the provisions pertaining to Regulation of Certifying Authorities

with the help of provision of Information Technology Act, 2000.
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BHADURGAD : Oct -Nov- 2010
SUBJECT: CYBER LAWS: ISSUES AND RELATED LEGISLATIONS

Day Nedweso(ay Time: 2-30 P T 530 R M,
Date : 8-12-2010 Max. Marks : 80.
N.B.:
1) Attempt any SIX questions including Q. No. 1 which is COMPULSORY.
2) Q. No. 1 carry 20 marks and all other questions carry 12 marks each.
Q.1  Write short notes on any FOUR of the following:
a) Copyright protection of computer software and programs
b) Baker v Seldon
¢) Reverse engineering
d) Framing
e) Back-up Copies
f) Levels of domain name.
Q.2 Explain as the how intellectual property interplays with information technology.
Cite infringement issues in the cyber space.
Q.3  Describe in detail the relief in suits for passing off in case of Cyber squatting with
reference to Trademark Act, 1999.
Q.4  “A Database requires copyright protection as it is the result of great deal of effort,
skill and labour”. Comment.
Q.5 Evaluate the liability of Internet Service Provider’s for copyright infringement w1th
the help of Playboy Enterprises V Frena.
Q.6 Critically evaluate the role of Alternative Dispute Resolution pertaining to Online
Commerce and Online Defamation.
Q.7 Define E- Governance and describe the Delivery models and activities of
E-Government with reference to Information Technology Act, 2000
Q.8 Write notes on any TWO of the following:
a) Information Technology Act and Indian Penal Code
b) Information Technology Act and Criminai Procedure Code
¢) Law relating to Semi-Conductor, Layouts and Designs.
Q.9 State the issues involved in software piracy. Suggest measures to protect software.
Q.10 Explain in detail the peculiar issues which arise in the formation and authentication

of electronic contracts and discuss the remedies available with references to
Information Technology Act, 2000.



BHADURGAD : Oct- Nov- 2510
SUBJECT : E - COMMERCE AND TAXATION

Day ”!ursda)/ Time: 2-30P.M Ty S 30 P.M

Date 9‘{2 . 2010 - Max. Marks : 80.

N.B.:
1) Attempt any SIX questions including Q. No. 1 which is COMPULSORY.
2) Q. No. 1 carry 20 marks and all other questions carry 12 marks each.

Q.1  Write short notes on any FOUR of the following:
a) Benefits of E-Commerce
b) Token V Notational Money
¢) Certification Authorities
d) Cryptography
e) Physical V Commercial Connection
f) Tax Ramifications.

Q.2 Explain the important provisions pertaining to E-Commerce with the help of latest
case laws.

Q.3  Critically evaluate use of electronic records and electronic signatures, variation by
agreement with reference to UNIFORM ELECTRONIC TRANSACTIONS ACT,
1999.

Q.4 Explain the historical background of UNCITRAL Model Law pertaining to E-
Commerce.

Q.5 State the issues relating to E-Contract with reference to Information Technology
Act, 2000.

Q.6 Define Letter of Credit. Discuss the essentials and several fraud risks situations
related to the use of Letters of Credit.

Q.7 Enumerate the Indian Tax structure and challenges posed by E-Commerce.

Q.8  Write notes on any TWO of the following:
a) Secure Electronic Transactions (SET)
b) Global Information Infrastructure Commission (GIIC)
¢) OECD Model Tax Convention.

Q.9  Write a detail note on Combating Tax Avoidance and Evasion.

Q.10 “Computerized Bills of Lading are dependent on the functioning of the computers,

while the paper ones are considered to be more reliable.” Comment.



BAHADURGAD - Oct Nov- 2010
SUBJECT: INTRODUCTION TO CYBERSPACE & LAW

Day: Mouday Time: 230 P.1To 5:30 . ™M
Date: 612 2010 Max. Marks: 80
N.B.:

1) Attempt any SIX questions including Q. No. 1 which is COMPULSORY.

2) Q. No. 1 carry 20 marks & all other questions carry 12 marks each.
Q.1 Write short notes on Any FOUR of the following:

a) Scope of cyber law

b) Jurisprudence of online obscenity

¢) Active and passive websites

d) Merits and demerits of computer

e) Yahoo Memorabilia case 2000

f) Principles of International jurisdiction in cyberspace

Q.2 As there is continuous advancement in technology, whether the cyber law in
India is sufficient to govern the E- transactions. Discuss.

Q3 What is cyberspace? Discuss the Freedom of speech and Expression in
cyberspace.

Q4 Discuss the problems of cyberspace jurisdiction and the International cases,
which paved the way for the exercise of jurisdiction in transborder crimes,
where Governments were supported to bend their stance as to the jurisdiction.

Q.5 Explain the ‘power to prescribe’ and ‘power to adjudicate’ in cyber crimes.

Q.6 Elucidate the responsibility of the ISP with the help of case law.

Q.7 Explain the jurisprudence of ‘criminal procedure law’ and ‘Intellectual
property law’.

Q.8 Explain in detail the Indian approach to personal jurisdiction.

Q.9 Discuss the changes made by the Amendment Act of Information Technology
2008 in the cyber world.

Q.10 Write a note on private Regulatory entities and its role in cyberspace.



