Diploma in Cyber Law : SUMMER - 2019
SUBJECT: CYBER CRIMES & INDIAN PERSPECTIVE

Day : Saturday Time: 02.00 PM TO 05.00 PM
Date : 04/05/2019 S-2019-1908 Max. Marks: 80
N.B.:
1) Attempt ANY SIX questions including Q. No. 1 which is COMPULSORY.
2) Q. No 1 carry 20 marks and all other questions carry 12 marks each.
Q.1 Write short notes on ANY FOUR of the following:
a) Cheating by personation
b) Motives for cybercrime
¢) Need of Cyber Law
d) Adjudicating officer
¢) Identity theft
f) DDOS attacks
Q.2 Discuss in detail the nature, scope and importance of the Information Technology
Act, 2000.
Q3 Elaborate the types of offences committed with the help of computers and the role
of law as a deterrent to curtail such offences in India.
Q4 Explain in detail the various important provisions of the Council of Europe
Convention on Cybercrime.
QS Write short notes on ANY. TWO of the following:
a) Online Breach of Privacy
b) Due diligence to be observed by Body Corporate to protect sensitive personal
information
¢) Source code theft
Q.6 Explain the concept of ‘Unauthorized Access’ and explain the provisions of the
Information Technology Amendment Act to penalize the offence.
Q.7 Discuss how the International Law had a great impact on the growth of the
Information Technology Act 2000 in the light of the UNCITRAL Model Law.
Q8 Elaborate in detail the role, powers and functions of Certifying Authorities in
India.
Q.9 Describe in detail the procedure for investigation in relation to cybercrime.
Q.10 Discuss in detail the scheme of offences and penalties provided under the

Information Technology Amendment Act of 2008.

* * * *




Diploma in Cyber Law : SUMMER - 2019
SUBJECT: CYBER LAW: ISSUES & RELATED LEGISLATIONS

Day : Thursday Time: 02.00 PM TO 05.00 PM
- -1909

Date : (9/05/2019 $-2019 Max. Marks: 80

N.B.:

1) Attempt ANY SIX questions including Question No. 1 which is COMPULSORY
2) Q. No. 1 carries 20 Marks and all other questions carry 12 marks each.

Q.1 Write short notes on ANY FOUR of the following:

a) Napsters case

b) Reverse Engineering

¢) Meta Tags

d) Digital signatures

e) Issue of censorship

f) Cheating by personation

Q.2 Discuss the provisions relating to penalty for damages to computers under
the Information Technology Amendment Act, 2008.

Q3 Explain as to how Intellectual Property interplays with Information
Technology relating to infringement issues in-cyberspace.

Q4 “The liabilities of intermediary are- enshrined under the Information
Technology Act”. Explain in ‘the light of recent judgments as to how
intermediaries can be exempted from liabilities under the Information
Technology Amendment Act of 2008.

Q.5 “Privacy is one of the most contentious legal issues arising in the
cyberspace”. Comment.

Q.6 Critically evaluate. the role of Alternative Dispute Resolution System
pertaining to online.contracts and e-commerce.

Q.7 ‘What is Domain Name Dispute’? Explain the procedure and issues involved
in it?
Q.8 Write short notes on:

a) Information Technology Act and the Indian Evidence Act
b) Patent issues in digital medium

Q9 “E-governance is not merely computerizing existing governance; it is
transforming the existing governance”. Describe the delivery models and
activities of e-governance with reference to the Information Technology Act.

Q.10 Explain the procedure for investigation and adjudication of liabilities under
the Information Technology Act with reference to the Procedural law.




Diploma in Cyber Law : SUMMER - 2019
SUBJECT: E-COMMERCE AND TAXATION

Day: Tuesday Time: 02.00 PM TO 05.00 PM
Date:  07/05/2019 Max Marks: 80
S-2019-1910
N.B.
1) Attempt ANY SIX questions out of which Q.NO.1 is COMPULSORY.
2) Q.No.1 carries 20 marks and all other questions carry 12 marks each.
Q.1 Write short notes on ANY FOUR of the following;:

a)  Mode of E-Commerce

b)  Encryption and Cryptography
c) Online contract

d)  Scope of EDI usages

e) E-money

f) Uniform Tax Rules

Q.2 Enumerate the constitutes of Permanent.Establishment for the purpose of

Electronic commerce.

Q.3 Discuss in detail the concept of ‘Electronic Bills of Lading’ with the help of
provisions of Information Technology Act,2000

Q4 Define ‘E-Commerce’. Explain the provisions relating to E-Commerce

under Information Technology Act, 2000

Q.5 Write a detail note-on combating Tax avoidance and evasion.

Q.6 Enumerate therole of E-Commerce in future negotiations on the WTO.
Q.7 Explain the impact of E-Commerce on the existing Tax Laws.

Q8 Write note on ANY TWO of the following:

a) Secure electronic transition
b)  Credit and debit card payment

c) Features of Uniform Electronic Transaction Act,1999

Q9 Explain the salient feature of UNCITRAL MODEL LAW 1998 relating to

E-commerce.

Q.10 “Electronic Signature is better than manual signature”. Comment with

reference to the information Technology Act, 2000.

* * * *




Day
Date

Diploma in Cyber Law : SUMMER - 2019
SUBJECT : INTRODUCTION TO CYBERSPACE AND LAW

Friday Time : 92.00 PM TO 05.00 PM
03/05/2019 Max. Marks :80

S-2019-1907

N.B.:

D)
2)

Attempt ANY SIX questions including Q. No. 1 which is COMPULSORY
Q. No. 1 carries 20 marks and other questions carry 12 marks each.

Q.1

Q.2

Q.3

Q4

Q.5

Q.6

Q.7

Q.8

Q.9

Q.10

a)
©)

a)
b)

Write a short notes on ANY FOUR of the following :

Define ‘Cyberspace’

Minimum contract

Justification under the IT Act.

Scope of cyber law

Zippo manufacturing Co. v Zippo Dot Com,Inc
Cyber Jurisprudence

Define “Jurisdiction” Elaborate the issues and challenges of Internet Jurisdiction
with references to international conventions.

Discuss the nature, scope, aim and objectives of the Information Technology Act,
2000.

Define ‘Permanent establishment” What constitutes permanent establishment for
the purpose of electronic commerce?

Write a detail note on ‘Model for jurisdictional analysis’

Jurisdiction to Prescribe
Jurisdiction to Adjudicate
Jurisdiction to Enforce

Discuss the role, powers and functions of Adjudicating officer with reference to
the information Technology Act, 2000.

“Information System is intended to cover the entire range of technical means used
for transmitting, receiving, and storing information” Discuss and Examine the
role of private regulatory entities relating to information system.

Define “Unauthorized access” and discuss applicability of the personal
jurisdiction in various types of cyber crimes in India.

Define “Social media “Examine the role of Facebook and its policy regarding
Freedom of speech and expression over the internet.

Write a detail note on ‘Judicial analysis of Cyber Jurisdiction’
Cases findings no Jurisdiction
Cases finding jurisdiction




