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D Attempt any SIX questions including Q. Ne. 1 which is COMPULSORY.
2) Q. No. 1 carries 20 marks and all other carries 12 marks each.

Q.1 Write a detail note on any FOUR of the following -

a) Nature and Scope of Cyber Law

b) Jurisprudence of online pornography

¢) Active and Passive Websites

d) Merits of a Computer

e) Principles of International Jurisdiction in Cyber Law
f) Yahoo Memorabilia Case 2000

Q.2 Discuss whether Information Technology Act in Indian is sufficient enough to
govern electronic and cashless transactions with the continuous advancement in
technology.

Q3 “Freedom of speech is one of the most universally recognized and prominent

rights in all democratic legal system”. Discuss the concept of freedom of speech
and expression in cyber space.

Q.4 Discuss how governments have changed their stance as to the jurisdiction due to
the problems of cyberspace jurisdiction and exercise of jurisdiction in trans-
border crimes.

Q.5 Explain the powers of an adjudicating officer in relation to civil liabilities under
the Information Technology Act.

Q.6 Explain in detail the responsibilities Internet Service Provider in Indian with the
help of recent case Laws.

Q.7 Explain the jurisdiction of intellectual property in cyberspace.
Q.8 Discuss in detail the approach towards personal jurisdiction in India.
Q.9 “The Information Technology Amendment Act has brought lot of changes to the

Cyber World”. Discuss.

Q.10 Write a detailed note on Private Regulatory Entities in Indian and their role in
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1) Attempt ANY SIX questions including Q. No. 1 is COMPULSORY.
2) Q. No 1 carries 20 marks and all other questions carry 12 marks each.

Q.1 Write short notes on ANY FOUR of the following:
a) Cheating by personation
b) Computer contaminants
¢) Protected systems
d)  Unauthorized introduction of computer contaminants
¢) Due diligence
f)  Prevention of cyber offences

Q.2 Discuss the salient features of the UNCITRAL Model Law on electronic
trade and commerce

Q.3 Explain how 2G, 3G, 4G spectrums & technological advancements in
electronic instruments of mass communication has opened a new gamut in
the increase of conventional offences that are committed with the help of
computers.

Q.4 “Cyber crime is any offence where a computer is used as a tool or target or
both”. Enumerate the provision of the ITAA 2008 which speaks about
computer related offences.

Q.5 “Internet has a huge store of pornographic material which is accessible easily
and for free”. Explain the provisions of the Information Technology Act that
prohibits the publication and transmission of pornographic material in
electronic form.

Q.6 Explain the role of Certifying Authorities and the scope of the government in
regulating digital signatures with the help of Information Technology Act.

Q.7 Explain the functions and responsibilities of E-governance with reference to
the Information Technology Act 2000.

Q.8 The Central Government for the purpose of making enquiry into
contravention under the LT. Act shall appoint an adjudicating officer.
Explain the powers and jurisdiction of the Adjudicating Officer under the
Information Technology Act.

Q.9 “Computers have facilitated the creation of a new hemisphere of cyber
terrorism”. What is Cyber Terrorism and explain the provision to deal with
Cyber Terrorism under the Information Technology Act.

Q.10 Write short note on any TWO.
a) Distributed Denial of service attack
b) Failure to furnish information
¢)  Chain of custody
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1) Attempt ANY SIX questions including Q. No.1 which is COMPULSORY.
2) Q. No. 1 carries 20 marks and all other questions carry 12 Marks each.
Q.1 Write short notes on ANY FOUR of the following :
a) Copyright protection of Computer Software
b) Framing and Caching
¢) Domain Name Dispute
d) Issues of Privacy
e) Online Defamation
f) Electronic Contract
- Q.2 Discuss as how Intellectual Property interplay with information technology. Cite
infringement issues in Cyber Space.

L Q.3 “A Database required copyright protection as it is the result of great deal of effort,
skill and Labour”. Comment and explain the copyright infringement in digital
medium.

Q4 Critically evaluate the role of Alternative dispute resolution pertaining to online
commerce.

Q.5 Define ‘Cyber Squatting’ describe in detail the relief in suits for passing off in case
of Cyber squatting with reference to the Trademark Act, 1999.

Q.6 “The liabilities on intermediary are enshrined under the Information Technology
Act.” Explain with the help of recent citations how intermediary can be exempted
from liabilities under the Information Technology Act.

Q.7 Define ‘Digital Signature’. Explain the attribution, acknowledgement and dispatch of

e electronic records with reference to the Information Technology Act.

-~ Q.8 “E Governance is not nearly computerizing existing Government. It is transforming
the existing Government”. Describe the delivery models and activities of E
Government with reference to the Information Technology Act.
Q.9 Write a note on ANY TWO of the following :
a) Information Technology Act and Indian Evidence Act
b) Infringement of Semi Conductor, Layout and Design
¢) Issues of Censorship
Q.10 “Any criminal activity that uses a computer either as an instrumentality, target or

means for perpetuity further crime comes within ambit of cyber crime”. Comment
and discuss the types of cyber crimes with reference to the Indian Penal code.

% * * * *
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1) Attempt ANY SIX questions including Q.Ne.1 which is COMPULSORY.
2) Q.No.1 carries 20 marks and all other questions carry 12 marks each.
Q.1 Write short notes on ANY FOUR of the following:

a) Benefits of E-Commerce

b) Token V Notational Money

¢) Certification Authorities

d) Cryptography

e) Physical V commercial Connection
f) Tax Ramifications

Q.2 Explain the important provisions pertaining to E-Commerce with the help of latest
case laws.

Q.3 Critically evaluate use of electronic records and electronic signatures, variation by
agreement with reference to UNIFORM ELECTRONIC TRANSACTIONS ACT,
1999.

Q.4 Explain the historical background of UNCITRAL Model Law pertaining to E-
Commerce.

Q.5 State the issues relating to E-Contract with reference to Information Technology Act,
2000.

Q.6 Define Letter of Credit. Discuss the essentials and several risks situations related to

the use of Letters of Credit.

Q.7 Enumerate the Indian Tax structure and challenges posed by E-Commerce.

Q.8 Write note on ANY TWO of the following:
a) Secure Electronic Transactions (SET)
b) Global Information Infrastructure Commission (GIIC)

¢) OECD Model Tax Convention
Q.9 Write a detail note on combating Tax Avoidance and Evasion.

Q.10 “Computerized Bills of Lading are dependent on the functioning of the computers,
while the paper ones are considered to be more reliable”. Comment.



