Diploma in Cyber Law : WINTER - 2018
SUBJECT: CYBER CRIMES & INDIAN PERSPECTIVE

Day Tuesday Time: 02.30 PM TO 05.30 PM
Date :  30/10/2018 W-2018-1683 Max. Marks: 80
N.B.:

1) Attempt ANY SIX questions including Q. No. 1 which is COMPULSORY.
2) Q. No 1 carry 20 marks and all other questions carry 12 marks each.

Q.1 Write short notes on ANY FOUR of the following:
a) Computer contaminates
b) Punishment for failure to decrypt information
¢) Residuary penalty
d) Due diligence
e) Identity theft
f) Protected system

Q.2 Bring out the salient features of the UNCITRAL Model Law on E-commerce and
trade and how it led to the Introduction of the Information Technology Act in
India.

Q3 Explain how the technological advancements in information technology has
opened a new gamut in the ever increasing.crimes and offences committed with
the help of computers.

Q4 Discuss in detail the provisions relating to offences and penalties as enumerated
under the Information Technology Amendment Act of 2008 intended to curtail
cybercrimes in India.

Qs Bring out the provisions of the Information Technology Act and the Indian Penal
Code to punish for the publication and transmission of pornographlc contents
including child pornography in electronic form.

Q.6 Discuss in detail the role of Certifying Authorities and powers of the state to
regulate the use of digital signatures in the light of the provisions of the
Information Technology Amendment Act, 2008.

Q.7 Explain in detail the various important provisions of the Council of Europe
Convention on Cybercrime.

Q.8 Explain in detail the powers, functions, role and jurisdiction of Adjudicating
officers provided under the Information Technology Act of 2000.

Q.9 Explain the concept of ‘Cyber Terrorism’ and explain the provisions of the
Amended Information Technology Act to deal with Cyber Terrorism in India.

Q.10 Write short notes on ANY TWO of the following:
a) Failure to furnish information
b) Chain of custody
¢) Public Key Infrastructure

* * * *




Diploma in Cyber Law : WINTER - 2018
SUBJECT: CYBER LAW: ISSUES & RELATED LEGISLATIONS

Day Wednesday W-2018-1684 Time: 02.30 PM TO 05.30 PM
Date 31/10/2018 Max. Marks: 80
N.B.:
1) Attempt ANY SIX questions including Question No. 1 which is COMPULSORY
2) Q. No. 1 carries 20 Marks and all other questions carry 12 marks each.
Q.1 Write short notes on ANY FOUR of the following:
a) Digital signature
b) Drafting of E-contract
¢) Issue of privacy
d) Source code theft
e) Residuary penalty
f) Reverse engineering
Q.2 Define ‘Intellectual Property’ and discuss the issues relating to Intellectual
Property in Cyberspace.
Q3 Describe in detail the relief in suits for.passing off in case of cyber squatting
with reference to the Trademark Act 0f1999.
Q4 Critically evaluate the role of. Alternative Dispute Resolution system
pertaining to online commerce.
Q.5 Who is a ‘Certifying Authority’? What is the role of Certifying Authorities
in cyberspace?
Q.6 Explain the concept of Domain Name Disputes and the procedure and issues
involved in it.
Q.7 Write short notes on:
a) Important amendments to the Information Technology Act, 2000
b) Infringement of Semi Conductor Layout and Design
Q.8 Compare the provisions for the patentability of computer related inventions
in India, Europe and the United States.
Q9 Discuss in detail the advantages and disadvantages of e-governance.
Q.10 “Creating a false obscene profile on a social networking website is an

offence under the Information Technology Act as well as the Indian Penal
Code”. Discuss the offences with the help of relevant case laws.




Diploma in Cyber Law : WINTER - 2018
SUBJECT : E-COMMERCE & TAXATION

Day Thursday W-2018-1685 Time : 02.30 PM TO 05.30 PM
Date 01/11/2018 Max. Marks : 80
N.B.:
1) Attempt ANY SIX questions including Q. NO. 1 which is COMPULSORY.
2) Q. No. 1 carry 20 marks and all other questions carry 12 marks.
Q.1 Write short notes on ANY FOUR of the following:
a) Benefits of E-Commerce
b) Token V Notational Money
¢) Certification Authorities
d) Cryptography
e) Physical V commercial Connection
f) Tax Ramifications
Q.2 Explain the important provisions pertaining to E-Commerce with the help of latest
case laws.
Q3 Critically evaluate use of electronic records and electronic signatures, variation
by agreement with reference to UNIFORM ELECTRONIC TRANSACTIONS
ACT, 1999.
Q.4 Explain the historical background of UNCITRAL Model Law pertaining to E-
Commerce.
Q.5 State the issues relating to E-Contract with reference to Information Technology
Act, 2000.
Q.6 Define ‘Letter of Credit’. Discuss the essentials and several risks situations
related to the use of Letters of Credit.
Q.7 Enumerate the Indian Tax structure and challenges posed by E- Commerce.
Q.8 Write notes on ANY TWO of the following:
a) Secure Electronic Transactions (SET)
b) Global Information Infrastructure Commission(GIIC)
¢) OECD Model Tax Convention.
Q.9 Write a detail note on combating Tax Avoidance and Evasion.
Q.10 “Computerized Bills of lading are dependent on the functioning of the computers,

while the paper ones are considered to be more reliable.” Comment.

* * * *




Diploma in Cyber Law : WINTER - 2018
SUBJECT : INTRODUCTION TO CYBERSPACE AND LAW

Day Monday Time : 02.30 PM TO 05.30 PM

Date 29/10/2018 W-2018-1682 Max. Marks :80

N.B.:

D Attempt ANY SIX questions including Q. No. 1 which is COMPULSORY
2) Q. No. 1 carries 20 marks and other questions carry 12 marks each.
Q.1 Write a short notes on ANY FOUR of the following :
a) Define ‘Cyberspace’
b) Minimum contract
¢) Justification under the IT Act.
d) Scope of cyber law
e) Zippo manufacturing Co. v Zippo Dot Com,Inc
f) Cyber Jurisprudence

Q.2 “The whole trouble with internet jurisdiction is.the presence of multiple parties in
various parts of the world who have only a virtual nexus with each other” Discuss
the issues and challenges of internet jurisdiction.

Q.3 Discuss the aim and objectives of the Information Technology Act, 2000 with
recent examples.

Q4 Define ‘Permanent establishment’ What constitutes permanent establishment for
the purpose of electronic contract and elaborate the issues and challenges of
jurisdiction relating to it.

Q.5 Write a detail note on ‘Model for jurisdictional analysis’

a) Jurisdiction to Prescribe
b) Jurisdiction to Adjudicate
¢) Jurisdiction to Enforce

Q.6 Examine the role and functions of the Cyber Appellate Tribunal in cyber crime
cases.

Q.7 Discuss the types of cyber crimes and how personal jurisdiction is applicable in
various types of cyber crimes in India.

Q.8 “The computer software plays a vital role in modern technology and
communication system” Comment and discuss the patentability of computer
software and jurisdictional issues relating to it in cyberspace.

Q.9 Elaborate the challenges before social media regarding Freedom of speech and
expression and online disputes its solutions over the internet.

Q.10 Write a detail note on ‘Judicial analysis of Cyber Jurisdiction’

a) Cases findings no Jurisdiction
b) Cases finding jurisdiction




