Day : Tuesday

DIPLOMA IN CYBER LAWS
D.Cy.L. :SUMMER- 2022
SUBJECT : INTRODUCTION TO CYBERSPACE & LAW

Date : 21-06-2022 S-3580-2022 Max. Marks : 80

N.B.

1) Attempt ANY SIX questions including Q.Ne.1 which is COMPULSORY.
2) Q. No. 1 Carries 20 marks and all other questions carry 12 marks each.

Q.1

Q.3

Q.4

Q.5

Q.6

Q.7

Q.8

Q.9

Q.10

Write short notes on any FOUR of the following:
a) Define ‘Internet’

b) Cyberspace and Virtual reality

¢) Legal challenges due to technology

d) Civil court have no jurisdiction

e) Long arm statutes

f) Emerging Jurisprudence in Cyberspace

“Cyberspace is metaphor for describing the nons=physical terrain created by
computer systems” Comment and discuss in detail the concept of cyberspace.

Define “Information Technology” Discuss the salient features of the Information
Technology Act, 2000.

Define “Internet Jurisdiction”. Explain the theory of ‘uploader’ and ‘downloader’
in cyberspace.

Write a detail case analysis on cases ‘finding no jurisdiction’” and cases ‘finding
jurisdiction’.

Define “Cyber Crimes” .Examine the role of information technology law in curbing
cybererimes and excessive use of social media and its impact on society.

“ Under the international Law there arc six generally accepted basic of jurisdiction
under which a state may claim to have jurisdiction to prescribe a rule of law over
an activity” Comment and Discuss the basics principles of jurisdiction.

Write a detail note on :
a) Jurisdiction to prescribe
b) Jurisdiction to adjudicate

“The medium of mass communication is vital to promote freedom to receive and
impart information and ideas” Discuss channels of {rec speech in cyberspace and
media freedom.

“The sliding scale or Zippo test has been generally accepted as the standard rules
for deciding personal jurisdiction in internet cases™ Discuss in details.

Time : 10:00 AM-01:00 PM



DIPLOMA IN CYBER LAWS
D.Cy.L. :SUMMER- 2022
SUBJECT : CYBER CRIMES & INDIAN PERSPECTIVE

Day : Wednesday Time : 10:00 AM-01:00 PM
Date : 22-06-2022 S-3581-2022 Max. Marks : 80
N.B.:

1) Attempt any SIX questions including Q. No. | which is COMPULSORY.
2) Q. No. 1 carries 20 marks and all other questions carry 12 marks each.

Q.1  Write short notes on any FOUR of the following:

a) Cyber defamation

b) Cryptography

¢)  Civil liabilities under the Information Technology Act
d) Nigerian Scans

e) Keyloggers

f)  Cyber Appellate Tribunal

Q.2 “Law changes not only with the changing technology but also with the change in
the society.” Explain the statement in relation fo“the amendments to the
Information Technology Act and the legislation enacting the ITAA 2008.

Q.3 Explain in detail the genesis and classification of. the various types of Cyber
Crimes taking place in India.

Q.4 Explain in detail the salient features of the United Nations Asia and far East
Institute for the prevention of crime and treatment of offenders.

Q.5  Write short notes on any TWO of the following:
a) Retaining stolen computer resource
b) Internet time theft
¢)  Online pornography

Q.6  Explain the essentials 6f unauthorized access to computers and the provisions
relating to the same under the Information Technology Amendment Act, 2008.

Q.7  Write a detailed note on the International perspective on fighting Cyber Crime.

Q.8 Explain the role and process of the certifying authorities in relation to the issuing,
suspension and revocation of digital signature certificates.

Q.9  Explain in detail the investigation of Cyber Crimes.
Q.10 Discuss the provisions in relation to the penalty for damage to computers,

computer systems, computer resources and databases under the ITAA 2008. -

* * *




Day : Thursday

DIPLOMA IN CYBER LAWS
D.Cy.L. :SUMMER- 2022

SUBJECT : CYBER LAW:ISSUES & RELATED LEGISLATIONS

Time : 10:00 AM-01:00 PM

Date : 23-06-2022 S-3582-2022 Max. Marks : 80
N.B
1) Attempt ANY SIX questions including Q.No. 1 is which is COMPULSORY.
2) Q. No. 1 carries 20 marks and all other questions carry 12 marks each.
Q.1 Write short notes on ANY FOUR of the following:
a) Patentability of Computer Software
b) Free speech and issues of IPR
¢) Electronic evidence under Indian Evidence Act
d) Issues of Censorship
¢) Cyber Pornography and its laws
f) Fair use of Copyright law in digital medium
Q.2 Explain the concept and classification of “Intellectual Property” and how IPR
rights are involved in cyberspace.
Q.3 Discuss the issues and challenges of copyright infringement in cyberspace.
Q4 Who is an intermediary? Critically elaborate. the liabilities of intermediary in
case of direct and indirect copyright infringement with reference of Sony
Corp v Universal City Studios Inc.
Q.5 Define “Invention”. Discuss the status of patentability of Computer software
in India.
Q.6 Elaborate the attributes of good trademark and discuss the issues relating to
Domain Name Disputes and remedies under Indian Trademark Act.
Q.7 Define “Digital Rights 'management” Discuss the provisions relating to
circumventions of DRM tnder the Copyright (Amendment) Act, 2012,
Q.8 Write a detail note on:
a) Cyber Stalking'and Voyeurism under Indian Penal Code
b) Online Banking Fraud and relevant provisions
Q.9 Discuss the provisions relating penalty for failure to furnish information,
return under the Information Technology Act, 2000 and the Right to
Information Act, 2005.
Q.10 Define “Originator and Addressee and e-record” Discuss the provisions

relating to attribution, acknowledgement of receipt of e-contract.

* * * * *




DIPLOMA IN CYBER LAWS
D.Cy.L. :SUMMER- 2022
SUBJECT : E-COMMERCE & TAXATION

Day : Friday Time : 10:00 AM-01:00 PM
Date : 24-06-2022 S-3583-2022 Max. Marks : 80
N.B
1) Attempt ANY SIX questions out of which Q.NO.1 is COMPULSORY.
2) Q.No.1 carries 20 marks and all other questions carry 12 marks each.
Q.1 Write short notes on ANY FOUR of the following:
a)  Benefits of E-Commerce
b)  Token V Notational Money
¢)  Certification Authorities
d)  Cryptography
e)  Physical V commercial Connection
f) Tax Ramification
Q.2 Critically evaluate use of electronic records and electronic signatures,
variation by agreement with reference. to UNIFORM ELECTRONIC
TRANSACTIONS ACT, 1999.
Q.3 Explain the important provisions pertaining to E-Commerce with the help of
latest case laws.
Q4 Explain the historical background of UNCITRAL Model Law pertaining to
E-Commerce.
Q.5 State the issues relating to E-Contract with reference to Information
Technology Act, 2000
Q.6 Enumerate the Indian Tax structure and challenges posed by E-Commerce.
Q.7 Define Letter of Credit. Discuss the essentials and several risks situations
related to the use of Letters of Credit.
Q.8 Write note on ANY TWO of the following:
a) Secure Electronic Transactions (SET)
b)  Global Information Infrastructure Commission (GIIC)
c) OECD Model Tax Convention
Q.9 “Computerized Bills of Lading are dependent on the functioning of the
computers, while the paper ones are considered to be more reliable”.
Comment.
Q.10 Write a detail note on combating Tax Avoidance and Evasion.

* * * *




Day : Tuesday

CDOE

DIPLOMA IN CYBER LAWS (CBCS-2018 COURSE)
D.Cy.L. :SUMMER- 2022
SUBJECT : INTRODUCTION TO CYBERSPACE & LAW

Date : 21-06-2022 S-20195-2022 Max. Marks : 80

N.B.

1) Attempt ANY SIX questions including Q.No.1 which is COMPULSORY.
2) Q. No. 1 Carries 20 marks and all other questions carry 12 marks each.

Q.1

Q.2

Q3

Q.4

QS5

Q.6

Q.7

Q.8

Q.9

Q.10

Write short notes on any FOUR of the following:
a) Define ‘Internet’

b) Cyberspace and Virtual reality

¢) Legal challenges due to technology

d) Civil court have no jurisdiction

e) Long arm statutes

f) Emerging Jurisprudence in Cyberspace

“Cyberspace is metaphor for describing the non-physical terrain created by
computer systems” Comment and discuss in detail the concept of cyberspace.

Define “Information Technology™ Discuss the'salient features of the Information
Technology Act, 2000.

Define “Internet Jurisdiction”. Explain the theory of ‘uploader’ and ‘downloader’
in cyberspace.

Write a detail case analysis on cases ‘finding no jurisdiction’ and cases ‘finding
jurisdiction’.

Define “Cyber Crimes™ .Examine the role of information technology law in curbing
cybercrimes and excessive use of social media and its impact on society.

“ Under the international Law there are six generally accepted basic of jurisdiction
under which a state may claim to have jurisdiction to prescribe a rule of law over
an activity” Comment and Discuss the basics principles of jurisdiction.

Write a detail note on :
a) Jurisdiction to prescribe
b) Jurisdiction to adjudicate

“The medium of mass communication is vital to promote freedom to receive and
impart information and ideas™ Discuss channels of free speech in cyberspace and
media freedom.

“The sliding scale or Zippo test has been generally accepted as the standard rules
for deciding personal jurisdiction in internet cases™ Discuss in details.

Time : 10:00 AM-01:00 PM



