DIPLOMA IN CYBER LAW : SUMMER - 2018
SUBJECT: CYBER CRIMES AND INDIAN PERSPECTIVE

Day : Saturday Time - 02:30 PM TO 05.30 PM
Date : 05/05/2018 $-2018-1542 Max. Marks ; 80.
N.B.:

1) Attempt any SIX questions including Q. No. 1 which is COMPULSORY.
2) Q. No. 1 carries 20 marks and all other questions carry 12 marks each.

Q.1  Write short notes on any FOUR of the following:

a) The need for Cyber Law

b) Research for Cyber Crime

¢) Cyber appellate tribunal

d) Internet based fraud

e) Malware attack

f)  Defamation on social networking websites.

Q.2 Explain in detail the nature, scope and importance of the Information Technology
Act.

Q.3 Detine the concept of Cyber Crime and explain the role of law to control such
crimes in India.

Q.4 Explain in detail the important provisions of the European Convention on Cyber
Crime.

Q.5  Write short notes on any TWO of the following:
a) Cheating by personation
b) Identity theft
¢) Violation of Privacy online

Q.6  Write a detailed note on hacking and explain the essentials of hacking a computer
resource.

Q.7 Explain how the United Nations Law on Electronic Commerce 1996
(UNCITRAL MODEL) had a great impact on the growth of Information
Technology Act in India.

Q.8  Explain the role and powers of the Certifying Authorities in relation to the issuing
of Digital Signature Certificates.

Q.9 Explain the powers of the police in relation to search and seizure for the
investigation of Cyber Crimes.

Q.10 Discuss in detail the scheme of offences and punishment for the offences that are
provided under the Information Technology Act.
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DIPLOMA IN CYBER LAW : SUMMER - 2018

SUBJECT : CYBER LAW : ISSUES AND RELATED LEGISLATIONS

Day Monday Time : 02.30 PM TO 05.30 PM
Date .
a 07/05/2018 S-2018-1543 Max. Marks : 80
N.B.:
1) Attempt ANY SIX questions including Q. No. 1 which is COMPULSORY.
2) Q. No. 1 carries 20 marks and all other questions carry 12 marks.
Q.1 Write short note on ANY FOUR of the following:
a) Hyper linking
b) Different models of E-Commerce
¢) Issues of Censorship
d) Framing and Caching
e) Back-up copies
f) Cyber Appellate Tribunal

Q.2 Enumerate the provisions relating to freedom of speech and expression in cyber
space.

Q.3 Evaluate the liability of Internet service providers for copyright infringement with
the help of Play boy Enterprises V. Frena.

Q.4 Explain in detail the peculiar issues which arise in the formation and authentication
of electronic contracts and discuss the remedies available with reference to
Information Technology Act, 2000.

Q.5 Critically evaluate the role of Alternative Dispute Resolution pertaining to online
defamation.

Q.6 Write short note on ANY TWO of the following:

a) Information Technology Act and Criminal Procedure Code
b) Information Technology Act and Right to Information Act, 2005
¢) Law relating to semi-conductor layouts and designs

Q.7 State the issues involved in software privacy. Suggest measures to protect software.

Q.8 Explain General Agreement on Trade in services of World Trade Organization with
reference to Cyber laws in International Perspective.

Q.9 State the consequential amendments made to other laws to give full effect to the aim
and objects of Information Technology Act, 2000.

Q.10 ‘Electronic Signature are better than manual signature’. Discuss in detail.
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Day

DIPLOMA IN CYBER LAW : SUMMER - 2018
SUBJECT : E-COMMERCE & TAXATION

Time : 2:30 PMTO 530 RN

Tuesday
Date 08/05/2018 Max. Marks : 80
S-2018-1544
N.B.:
1) Attempt ANY SIX questions including Q. NO. 1 which is COMPULSORY.
2) Q. No. 1 carry 20 marks and all other questions carry 12 marks.
Q.1 Write short notes on ANY FOUR of the following:
a) Background of Internet Commerce
b) The Right to Privacy
¢) Certification of Authority
d) Credit Card on Net
e) Taxation and Internet Service Provider
f) Permanent establishment for the purposes of E Commerce
Q.2 Elaborate the benefits of E-Commerce with the help of the provisions of the
Information Technology Act, 2000
Q3 Enumerate the impact of E-Commerce on the existing Tax Laws.
Q4 Define Electronic Money. Discuss the types of goods and services to be offered
for Electronic Money.
Q.5 State the issues relating to Combating Tax Avoidance and Evasion.
Q.6 Define E-contract and explain the essentials of an E-contract with reference to
Information Technology Act, 2000.
Q.7 Discuss in detail the proposal, communications and submissions to the WTO on
the imposition of tariffs and customs on Electronic Commerce.
Q.8 Write notes on ANY TWO of the following:
~a) Challenges to International Tax
b) Global Information Infrastructure Commission(GIIC)
¢) Uniform Tax Rules
Q.9 Elaborate the concept of Electronic Bill of Lading and its provisions under
Information Technology Act, 2000.
Q.10 Discuss the salient features of UNCITRAL model law.

* * * *




DIPLOMA N CYBER LAW : SUMMER - 2018
SBUJECT: INTRODUCTION TO CYBER SPACE & LAW

Day: Friday Time: 92-30 PM TO 05.30 PM
Date: 04/05/2018 S-2018-1541 Max. Marks: 80
N.B.:
1) Attempt any SIX questions including Q. No. 1 which is COMPULSORY.
2) Q. No. 1 carries 20 marks and all other carries 12 marks each.
Q.1 Write a detail note on any FOUR of the following
a) The Law of Internet
b) Domain name disputes
¢) Junsprudence of Unauthorized Access
d) Cases finding jurisdiction
€) Jurisdiction to adjudicate
f) Advantages and disadvantages of computers
Q.2 Discuss whether the Information Technology Act in India is sufficient enough
to govern the E-World with the continuous and rapid development in
Information technology.
Q.3 Explain the concept of jurisdiction and discuss the European approach to
personal jurisdiction.
Q4 Explain in detail the models of jurisdiction i.e. jurisdiction to prescribe
Q.5 Write a detail note on any TWO of the following:
a) International shoes Company Case
b) Zippo manufacturing companies Vs Zippo dot com INC
¢) Yahoo memorabilia case law
Q.6 Discuss in detail the concept of freedom of Speech and expression in Cyber
Space.
Q.7 Discuss in detail how Indian Private Regulatory Entities play an important role
in Cyber Space.
Q.8 Explain the concept of ‘Sovereignty’ and ‘Geography’ with reference to Cyber
Law in India.
Q.9 Discuss the problems of jurisdiction in relation to e-Government.
Q.10 Write a detailed note on ‘jurisdiction to enforcement’ in cyberspace.
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