BAHADURGAD : WINTER - 2014

Subject : Introduction to Cyberspace & Law

Day : Monday Time : 02.30 PM TO 05.30 PM
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1 Attempt ANY SIX questions including Q.No.1 which is COMPULSORY.
2) Q.No.1 carries 20 marks and all other questions carry 12 marks each.
Q.1 Write short notes on ANY FOUR of the following:
a) Fraud on the Internet
b) Freedom of speech and expression in cyberspace
¢) Jurisdiction to Adjudicate
d) Jurisdiction of unauthorized access
e) Cases finding no Jurisdiction
f) Advantages and disadvantages of computer
Q.2 Define Computer, Computer system, Computer network and also discuss in detail the
various parts of computer.
Q3 Elucidate the role of Indian Judiciary in Cyberspace Jurisdiction
Q.4 Elaborate the issues and challenges of geography and sovereignty in cyberspace.
Q.5 Discuss the ‘Minimum Contract Theory’ with special reference to ‘International
shoe Co’s Case’.
Q.6 Define ‘International Jurisdiction’. Discuss the International approach to Personal
Jurisdiction.
Q.7 Discuss the ‘Sliding Rule Theory’ with geference to Zippo Manufacturing vs. Zippo
Dot Com. Inc. )
Q.8 Write a note on ANY TWO of the following:
a) Jurisprudence of Privacy Protection Law
b) Jurisprudence of Intellectual Property Law
¢) Jurisprudence of illegal and harmful contents
Q.9 Explain in detail provision of Information Technology Act, 2000 relating to
defamation in online medium.
Q.10 Discuss the changes made by the amendment Act of Information Technology, 2008

in the Cyber World.
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Subject : Cyber Crimes & Indian Perspective
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N.B.:

1) Attempt ANY SIX questions including Q.No.1 which is COMPULSORY.

2) Q.No.1 carries 20 marks and all other questions carry 12 marks each.
Q.1 Write short notes on ANY FOUR of the following:

a) History and evolution of cyber crimes

b) Hacking

¢) Duties of Subscriber

d) Types of Mobile Phone crimes

e) Cyber Criminal

f) Electronic Contract

Q.2 Explain the nature and scope of Information Technology Act, 2000.

Q3 Discuss in detail the limitations of the Digital Signature with the help of provisions
of Information Technology Act, 2000.

Q.4 Evaluate the role and power of the Adjudicating Officers appointed under
Information Technology Act, 2000.

Q.5 “The traditional concept and methods of terrorism have taken new dimensions, which
are more destructive and deadly in nature”. Comment with reference to Cyber
terrorism. ‘

Q.6 Write a detail note on powers and functions of Cyber Appellate Tribunal.

Q.7 Enumerate the aspects of forensic cofhputer and cyber crime investigations for the
detection and investigation of malicious applications and custom development
solutions.

Q.8 Write a note on ANY TWO of the following:

a) Features of the Origin of Computer Crimes and Legislation

b) Features of the Council of Europe’s Convention on Cyber Crime

¢) Features of the United Nations Asia and Far East Institute for the prevention of crime
and the treatment of offenders (UNAFEI)

Q.9 Critically evaluate the provisions relating to penalty for damages to computers under
the Information Technology Act, 2000.

Q.10 Enumerate the provisions pertaining to Regulation of Certifying Authorities of

Information Technology Act, 2000.
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Subject : Cyber Law: Issues & Related Legislations
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D idiests AR i 20 rotsao

N.B.:

1) Attempt ANY SIX questions including Q. Ne. 1 which is COMPULSORY.
2) Question No. 1 carries 20 marks, and all other questions carry 12 marks each.

Q.1 Write short notes on ANY FOUR of the following:

a) Copyright protection of Computer Software and Programs
b) Reverse Engineering

¢) Framing and Caching

d) Back-up Copies

e) Hyper-linking

f) Property in Cyberspace

Q.2 Explain as the how Intellectual property interplays with the Information
Technology issues in the cyberspace.

Q3 “A Database requires copyright protection as it is the result of great deal of
effort, skill and labour” Discuss.

Q4 Evaluate the liabilities of Internet Service Providers for copyright
infringement with the help of Playboy Enterprises Vs Frena.

Q.5 Explain the relief in suits for Passing off in case of Cyber Squatting with
whorass o he Tty S, 1.

—~ Q6 Critically evaluate the role of Alternative Dispute Resolution pertaining to

Online Defamation. ¢

Q.7 Define ‘E-Governance’ and describe the delivery mode and activity of E-
' Government with reference to the Information Technology Act, 2000.

Q.8 Write notes on ANY TWO of the following:

a) Information Technology Act and Indian Penal Code
b) Information Technology Act and Criminal Procedure Code
¢) Law relating to Semi- Conductor layouts and Designs

Q.9 “Electronic Signature are better than manual signature”. Discuss in detail.
Q.10 “Privacy is one of the most contennous legal issues arising in Cyberspace”.
Comment.
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Subject : E-Commerce & Taxation
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1) Attempt ANY SIX questions including Q. No.1 which is COMPULSORY.
2) Q. No.1 carry 20 marks and all other questions carry 12 marks each.
Q.1 Write short notes on ANY FOUR of the following:

a) Encryption and Cryptography

b) Uniform Tax Rules

c¢) E-Trade

d) Digital Signature

e) GATSV GATT

f) Global Information Infrastructure Commission (G!IC)

Q.2 Define ‘E-Contract’. Explain the provisions relating to E-Contract Under Information
Technology Act, 2000.

Q.3 Explain historical background of UNICITRAL mode! law pertaining to E-Commerce.

Q.4 “A Letter of credit is also commonly referred to as ‘Documentary Credit’ Elucidate.

Q.5 Discuss in detail the International provisions relations to Tax in Cyber Laws.

Q.6 State and evaluate the issues relating to E Commerce with reference to WTO.

Q.7 Examine the benefits of E-Commerce and explain the Permanent Establishment for

the purpose of Electronic Commerce. .

/

Q.8 Write short notes on ANY TWO of the following:

a) Tax Evasion and The Internet
b) OECD model Tax Convention
¢) Intellectual Property Rights and E-Commerce

Q.9 Discuss the provisions relating to acceptance and distribution of electronic records by
governmental agencies under UNIFORM ELECTRONIC TRANSACTION ACT, 1999.

Q.10 Define the term ‘Cyber Cash’. Discuss the advantages and disadvantages of credit card
payment on internet.



