DIPLOMA IN CYBER LAWS
D.Cy.L. :SUMMER : 2023
SUBJECT : INTRODUCTION TO CYBERSPACE & LAW

Day : Thursday Time : 10:00 AM-01:00 PM

Date : 1/6/2023 S-3580-2023 Max. Marks : 80
N.B
1) Attempt any SIX questions including Q. No.1 which is COMPULSORY.
2) Q. No. 1 carries 20 marks and all other questions carry 12 marks each.
Q.1 Write short notes on any FOUR of the following:

a) Define ‘Cyberspace’

b) Scope of cyber law

¢) Merits of a computer

d) Principles of International Jurisdiction in cyberJaw
e) Legal challenges due to technology

f) Extra —territorial jurisdiction

Q.2 Define “Information Technology’ Discuss the salient features of the Information
Technology Act, 2000.
Q.3 Define ‘Jurisdiction’ Elaborate the issues and challenges of Internet Jurisdiction

with references to International-.conventions.

Q.4 Write a detail case analysis on cases ‘finding no jurisdiction’ and cases ‘finding
Jurisdiction’. :

Q.5 Explain the conceptof freedom of speech and expression in cyber space

Q.6 Explain the ‘powerto prescribe’ and ‘power to adjudicate’ in cyber-crimes with the

help of recent case laws.

Q.7 Discuss the jurisprudence of ‘Criminal Procedure Law’ in reference to Information
Technology Act, 2000.

Q.8 Explain the Jurisdiction of Intellectual property in cyber space.

Q.9 Define and discuss the concept and issues of geography and sovereignty in
cyberspace.

Q.10 Define online Defamation and explain the provision relation to define defamation

with reference for the Information Technology Act 2000 and other allied laws.

* * * * *




DIPLOMA IN CYBER LAWS
D.Cy.L. :SUMMER : 2023
SUBJECT : CYBER CRIMES & INDIAN PERSPECTIVE

Time : 10:00 AM-01:00 PM
Day : Friday

Date : 2/6/2023 S-3581-2023 Max. Marks : 80
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1) Attemnpt any SIX questions including Q. No. 1 which is COMPULSORY.
2) Q. No. 1 carries 20 marks and other questions carry 12 marks each.

Q.1  Write short notes on any FOUR of the following:

a)  Preventions of cyber crimes

b)  Computer and Networking

¢)  Powers of controller

d)  Staff of Cyber Appellate Tribunal

e) Preamble of the Information Technology Act
f) Admissibility of electronic evidence

Q.2 Define “Information Technology”. Discuss the structure and gray areas of the
Information Technology Act, 2000.

Q.3  Discuss the types of cybercrime. Elaborate the challenges and conflicts in the
enforcement of law in cyberspace.

Q.4 “Any act done online with an intent-to threaten the unity, integrity, security or
sovereignty of a country or to strike.terror in the people or any section of the
people, such an act can be cyber terrorism™ Discuss the legal provisions regarding
cyber terrorism under the Information Technology Act.

Q.5 Elaborate the powers of 'the €yber Appellate Tribunal under the Information
Technology Act, 2000.

Q.6  Elaborate the role and responsibilities of the Certifying Authorities.

Q.7  Discuss the intellectual property crimes and its remedies in cyberspace.

Q.8  Write a detailed note on:

a)  Online Banking and Amendments to the Reserve Bank of Indian Act 1934
b)  Salient features of the Council of Europe’s Convention on cybercrime

Q.9  Define “Access” Explain the civil and criminal offences under the Information
Technology (Amendment )Act,2008.

Q.10 Discuss the tools and techniques of Cyber Crime Investigation and How Indian
police is being trained to tackle cybercrimes.




DIPLOMA IN CYBER LAWS
D.Cy.L. :SUMMER : 2023
SUBJECT : CYBER LAW:ISSUES & RELATED LEGISLATIONS

Day : Saturday Time : 10:00 AM-01:00 PM
Date : 3/6/2023 S-3582-2023 Max. Marks : 80
N.B.:
1) Attempt ANY SIX questions including Q. No.1 Which is COMPULSORY.
2) Q. No.1 carries 20 marks and all other remaining questions carry 12 marks each.
Q.1 Write Short notes on ANY FOUR of the following :

a) Open Source Initiatives and patenablity
b) Invention

¢) Bilski Case

d) Copyright issues in Cyberspace

e) Copyleft

f) Peer to Peer file Sharing

Q.2 Define “Intellectual Property”. Discuss the'‘historical development and
categories of the Intellectual Property.

Q.3 Define “Copyright”. Discuss the aim, objectives and historical development of
' the Copyright Act, 1957.

Q4 Elaborate the concept of cybercrimes. And explain the legal remedies for Cyber
Stalking under the Indian Penal Code.

Q5 Define “Software Patent™, Discuss the issues of computer patentability under the
Patent Act, 1970.

Q.6 “A Domain name disputes is a legal complaint made on the grounds that domain
name has been ihappropriately and illegitimately used or assigned™ What does
domain name disputes mean? Elaborate the laws regarding to it.

Q.7 Define “database”. Discuss the doctrine of ‘Sweat of the brow’ and ‘Modicum
of creativity’.
Q.8 Write a detail note on :

a) Electronic Evidence and Amendments in the Indian Evidence Act,1972
b) Online Banking and Amendments

Q.9 Discuss the issues and challenges of online defamation and its laws.

Q.10 Define “Electronic Contract”. Discuss the provisions relating to Attribution,
Acknowledgement and despatch of electronic record.
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DIPLOMA IN CYBER LAWS
D.Cy.L. :SUMMER : 2023
SUBJECT : E-COMMERCE & TAXATION

Day : Monday Time : 10:00 AM-01:00 PM
Date : 5/6/2023 S-3583-2023 Max. Marks : 80
N.B
1) Attempt ANY SIX questions including Q. No.1 which is COMPULSORY.
2) Q.No.Icarries 20 marks and all other questions carry12 marks.
Q.1 Write short notes on ANY FOUR of the following:
a) Non-Technical Attacks
b) Key Drivers of E-Commerce
¢) Digital Signature
d) Tax Strategy
¢) Online Contracts
f) Scope of EDI Usages
Q.2 Discuss in details the concept of “Electronic Bills of Landing™ with the help
of provisions mentioned in the Information Technology Act, 2000.
Q3 Write a detailed note on combating Tax avoidance and evasion.
Q4 Explain the salient features of UNCITRAL Model Law, 1998 with réspect to
E-Commerce.
QS “E-Commerce is not-a single technology but sophisticated combinations of
technologies. Comment.
Q.6 Define Electronic Money. Discuss the types of goods and services be offered
for Electronic Money.
Q.7 “Electronic Signatures are better than Manual Signatures”. Comment with
reference to Information Technology Act, 2000.
Q.8 Write short note on ANY TWO of the following:
a) Secure Electronic Transactions
b) OECD Model Tax Convention
¢) Global Information Infrastructure Commission (GIIC)
Q.9 Enumerate the Indian Tax structure and challenges posed by E-Commerce.
Q.10 Explain why we need uniform tax Rules?




