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9] Attempt any SIX questions including Q. No. 1 which is COMPULSORY.
2) Q. No. 1 carries 20 marks and all other questions carry 12 marks each.

Q.1 Write short notes on any FOUR of the following:

a)  Distributed Denial of Service Attacks
b)  Cyber Terrorism

c) Adjudicating Officer

d)  Residuary penalty

e) Protected systems

f) CERT-IND

Q.2 What are the various modes and manner of committing cybercrime?

Q.3 Elaborate the types of offences committed with the help of computers and rule of
law as a deterrent to curb such offences.

Q.4  What are the various important provisions of the Council of Europe convention on
cybercrime?

Q.5  What is the procedure for investigation in relation to cybercrime?
Q.6 Explain in detail the role, powers and functions of Certifying Authorities in India.

Q.7  Bring out the important provisions of the IT Act which deals with Due diligence
to be observed by Body Corporate to protect Sensitive Personal information.

Q.8  Elaborate the scheme of offences and penalties provided under the Information
Technology Amendment/Act of 2008.

Q.9 Explain in detail the most important provisions of the Council of Europe
convention on cybercrime.

Q.10 What is Unauthorized Access? What are the provisions of the IT Act to punish this
offence?



